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Introduction

The Transportation Worker Identification Credential (TWIC) is a high- 
tech biometric identification card for: 

• All individuals who require unescorted access to secure areas of 
MTSA regulated vessels (>11,000), facilities (>3,200), and Outer 
Continental Shelf (OCS) facilities (50), which includes but is not limited 
to longshoremen, truck drivers, vendors, facility/vessel employees, 
maintenance personnel, etc. 
• All USCG credentialed merchant mariners (>200,000)
• All vessel pilots
• All individuals employed aboard vessels that push, pull, haul or 

tow alongside tank vessels
• We estimate 750,000 – 1,500,000 maritime workers will require a 

TWIC
• Does not apply to foreign mariners



3

Joint U.S. Federal agency effort

• Transportation Security Administration (TSA) Responsibilities
– TWIC enrollment
– Security threat assessment and adjudication
– Card production
– TWIC issuance
– Appeal/waiver for TWIC denials
– Technology/TSA system management 

• USCG Responsibilities
– Enforce use of TWIC at MTSA regulated vessels, facilities and OCS 

facilities
– Develop and distribute field and industry guidance
– Conduct biometric checks as part of facility and vessel compliance 

inspections
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Future Milestones – Compliance

• MTSA regulated vessels and all U.S. credentialed mariners 
currently have a compliance date of April 15, 2009.

• Facilities will have a phased-in, regional compliance date.  
• Deployment schedule is forthcoming.
• Dates announced nationally & publicized locally.
• Mariners can gain unescorted access to facilities before April 

15, 2009, by showing certain U.S. Coast Guard issued 
credentials.

• Initial enrollment and issuance is scheduled to be completed by 
April 15, 2009.  This will be the date for nationwide compliance 
for vessels, facilities and mariners. 



5

TWIC example
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TWIC Program Help Desks & Hotlines

• TSA website – WWW.TSA.GOV/TWIC
• Enrollment information
• Deployment Schedule 
• Enrollment Locations
• Pre-Enrollment

• Enrollment Contractor –
• Phone - 866-DHS-TWIC

• USCG website - HOMEPORT.USCG.MIL
• Final Rulemaking
• NVIC 
• FAQs
• Small Business Guides
• TWIC Security Features (CSO, FSO, VSO, AMSC members only)

• USCG Helpdesk –
• Phone - 877-687-2243 (877-MTSA-AID)
• Email – USCG-TWIC-HELPDESK@USCG.MIL

mailto:USCG-TWIC-HELPDESK@USCG.MIL
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33 CFR Subchapter H Update Project

• Proposes to update the “MTSA” regulations to incorporate 
feedback from CG field units and industry since original rule was 
published in 2003.

• Consolidates into regulation appropriate Policy Advisory Council 
decisions  and Help Desk responses (over 2000 questions).

• Add specific requirements as directed in the Coast Guard & 
Maritime Transportation Act of 2006 and the SAFE Port Act of 
2006

• Goal is to clarify and solidify current interpretation of the 
regulations and resolve issues that have surfaced over the past 
few years.
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33 CFR Subchapter H Update Project (cont.)

• Additionally, this project will:
– Provide more defined screening standards for facilities 

and vessels
– Establish personnel training standards in line with IMO 

mandatory and non-mandatory standards
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Subchapter H Update - Status

• Workplan (HQ permission to proceed with project) 
has been approved

• NPRM includes input received from CTAC and our 
responses

• Regulatory team is concurrently working on finalizing 
the NPRM to route for clearance in CGHQ

• Once clearance is complete within CGHQ, the draft 
NPRM and the Regulatory Analysis must be approved 
by DHS and OMB

• When NPRM is published, we invite CTAC to give 
further comments and suggestions.
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Introduction

     

     The Transportation Worker Identification Credential (TWIC) is a high-tech biometric identification card for: 



All individuals who require unescorted access to secure areas of MTSA regulated vessels (>11,000), facilities (>3,200), and Outer Continental Shelf (OCS) facilities (50), which includes but is not limited to longshoremen, truck drivers, vendors, facility/vessel employees, maintenance personnel, etc. 

All USCG credentialed merchant mariners (>200,000)

All vessel pilots

All individuals employed aboard vessels that push, pull, haul or tow alongside tank vessels

We estimate 750,000 – 1,500,000 maritime workers will require a TWIC

Does not apply to foreign mariners













Joint U.S. Federal agency effort

Transportation Security Administration (TSA) Responsibilities

		TWIC enrollment

		Security threat assessment and adjudication

		Card production

		TWIC issuance

		Appeal/waiver for TWIC denials

		Technology/TSA system management 





USCG Responsibilities

		Enforce use of TWIC at MTSA regulated vessels, facilities and OCS facilities

		Develop and distribute field and industry guidance

		Conduct biometric checks as part of facility and vessel compliance inspections















Future Milestones – Compliance

MTSA regulated vessels and all U.S. credentialed mariners currently have a compliance date of April 15, 2009.



Facilities will have a phased-in, regional compliance date.  

Deployment schedule is forthcoming.

Dates announced nationally & publicized locally.

Mariners can gain unescorted access to facilities before April 15, 2009, by showing certain U.S. Coast Guard issued credentials.



Initial enrollment and issuance is scheduled to be completed by April 15, 2009.  This will be the date for nationwide compliance for vessels, facilities and mariners. 





















TWIC example











TWIC Program Help Desks & Hotlines

TSA website –      WWW.TSA.GOV/TWIC

Enrollment information

Deployment Schedule 

Enrollment Locations

Pre-Enrollment



Enrollment Contractor –

Phone -   866-DHS-TWIC



USCG website  -  HOMEPORT.USCG.MIL

Final Rulemaking

NVIC 

FAQs

Small Business Guides

TWIC Security Features (CSO, FSO, VSO, AMSC members only)



USCG Helpdesk –   

Phone - 877-687-2243 (877-MTSA-AID)

Email – USCG-TWIC-HELPDESK@USCG.MIL







33 CFR Subchapter H Update Project

		Proposes to update the “MTSA” regulations to incorporate feedback from CG field units and industry since original rule was published in 2003.

		Consolidates into regulation appropriate Policy Advisory Council decisions  and Help Desk responses (over 2000 questions).

		Add specific requirements as directed in the Coast Guard & Maritime Transportation Act of 2006 and the SAFE Port Act of 2006

		Goal is to clarify and solidify current interpretation of the regulations and resolve issues that have surfaced over the past few years.











33 CFR Subchapter H Update Project (cont.)

		Additionally, this project will:

		Provide more defined screening standards for facilities and vessels

		Establish personnel training standards in line with IMO mandatory and non-mandatory standards





		















Subchapter H Update - Status

		Workplan (HQ permission to proceed with project) has been approved

		NPRM includes input received from CTAC and our responses

		Regulatory team is concurrently working on finalizing the NPRM to route for clearance in CGHQ

		Once clearance is complete within CGHQ, the draft NPRM and the Regulatory Analysis must be approved by DHS and OMB

		When NPRM is published, we invite CTAC to give further comments and suggestions. 
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This document contains Sensitive Security Information that is controlled under 49 CFR 1520.  No part of this document may be released to personnel without a need to know, as defined in 49 CFR 1520, except with the written permission of the Administrator of the Transportation Security Administration, Washington, DC.  Unauthorized release may result in civil penalty or other action.  For U.S. Government agencies, public release is governed by 5 U.S.C. 522.
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Objectives of Presentation


			Highlight what is unique about ONRA


			Platform flexibility


			Full risk assessment capability (Known and Unknown)


			Established access to commercial data and government data


			Commercial Information Based Identity Authentication Models


			Threat based


			Hierarchy of control


			Automated policy and privacy compliance auditing capability


			Demonstrate how ONRA made CVS possible in such a rapid time frame


			Doing things now even though full platform not available


			Infrastructure in place


			Data available (Commercial and government)


			Platform available


			Show that ONRA has operations TODAY! (CVS)


			Identify opportunities that exist with other programs
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Agenda


			ONRA


			ONRA Mission and Goals


			ONRA Approach


			Customer Integration


			Economies of Scale


			ONRA Detailed Flow


			CAPPSII


			CVS


			HAZMAT


			M&L


			Opportunities


			Challenges
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Office of National Risk Assessment


			ONRA Mission


			To help protect the public and the various U.S. transportation modes and infrastructures by developing and maintaining an automated threat-based risk assessment systems and analytical processes that can detect terrorist threats from known and potential terrorists in near real-time while protecting and respecting the privacy of the public and facilitating commerce.








More details on the ONRA solution in later slides.





Transition: Before getting into CAPPS II lets establish what the existing CAPPS is
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National Strategy For Homeland Security


			Prevent Terrorist attacks within the United States


			Reduce America’s vulnerability to terrorism


			Minimize the damage and recover from attacks that do occur





			Intelligence and Warning


			Border and Transportation


			Domestic Counterterrorism


			Protecting Critical Infrastructure and Key Assets


			Defending Against Catastrophic Threats


			Emergency Preparedness and Response








CRITICAL MISSION AREAS


HOMELAND SECURITY OBJECTIVES


			Law


			Science and Technology


			Information Sharing and Systems


			International Cooperation





FOUR FOUNDATIONS


ONRA OBJECTIVES


ONRA ALIGNMENT
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ONRA Approach





CAPPSII


HAZMAT


TWIC


SECURITY


CVS


US


VISIT


CREDENTIALING


OTHER











M&L


RT








Classified Data


Government Data


Commercial Data


Identity Authentication


COTS Engines Search, NORA, etc.


Custom Models


ONRA Risk Assessment Platform
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Capabilities of the System


			Integration of Industry and Government Data


			Automated method of validating compliance with policies


			Radiant Trust


			Privacy Protection


			System level audit


			Information Based Identity Authentication


			Commercial Risk Models


			Access to commercial data with enabling technology (Radiant Trust)


			Full Risk Assessment 


			Multiple engines (beyond watch list matching)


			Similarity Search (Other data sources)


			Non-Obvious Relationship Awareness


			Flexible (Add new workflows and engines)


			Adaptable (Add new programs)


			Threat based system


			Ability to dial up and down the threat level at a workflow level


			Responsive to changes (hours)


			Ability to apply different rule templates


			Measures of effectiveness
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Data Source Selection, Analysis and Integration


			Key Points
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ONRA Data Sources


			Airline Passenger Name Records


			GDS Travel Files


			Frequent Flier Data


			Phone validation - White Pages


			Area Code Split File


			Phone Company Fraud File(s)


			Cable Company Fraud File(s)


			Credit Card Company Fraud File(s)


			ISP Fraud File(s)


			Nationwide Cellular Data (Time Series)


			Postal Standardization File (CASS File)


			Property Records


			Deeds


			Stand Alone Mortgages


			Property Record Databases


			Judgment and Lien Files


			Targus data (phone related data)


			Cellular Communications and Internet Association (CTIA) Data


			OFACS


			Banking loan/deposit data


			Currency Transaction Reports


			Domestic &International Wire Systems


			Historical Data


			Public Utilities  Data


			Other country credit header


			Small business exchange


			Demographic (subscriptions, warranties) data


			Internet Data Records

















Commercial Data Sources


			SSN Validation - Credit Headers (not credit worthiness information)


			Drivers License Validation – States


			Commercial Drivers License Data


			Directory Assistance


			Name & Address Databases - proprietary


			Change of Address Databases - PO


			Date of Birth Records


			Household Information - Various Sources 


			Disconnected Phone Numbers


			High Risk Location / Phone / Other Data 


			Deceased Records


			Private Customer Databases


			Geo/Census Data


			Employment Address Verification


			Motor Vehicle Records


			Marriage/Divorce Records


			Email/ISP records


			Bankruptcy Records (e.g. Dolan, NDR)


			Professional License Data


			Education Verification


			Insurance Claims


			Hotel Reservation Data


			Car Rental Data


			Shipping Records


			Criminal Background Data


			Voter Registration


			Genealogy


			D&B


			Additional Data Sources can be added as they increase the effectiveness of risk assessment scoring
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ONRA II Data Sources








			Terrorist Lists


			Consolidated Terrorist List (CTL)


			U.S. Marshals Service


			U.S. Air Force Office of Special Investigations


			U.S. Treasury Department


			Treasury Enforcement Communications Systems (TECS)


			Office of Foreign Assets Control


			Terrorist Tracking Integration Center Master Watch List


			EUROPOL


			Department of Homeland Security 


			Bureau of Immigration and Customs Enforcement (I-94, etc.)


			Customs and Border Protection (CBP)


			Transportation Security Administration


			U.S. Department of State – Intelligence & Research (INR)


			Stolen Passports


			Diplomatic alerts


			Foreign Liaison/Intelligence Reports





Government Data Sources


			Terrorist Related Investigative Reports


			Federal Bureau of Investigation


			U.S. Secret Service 


			U.S. Capitol Police 


			Drug Enforcement Administration


			Bureau of Alcohol, Tobacco, and Firearms


			Naval Criminal Investigative Service, Army Criminal Investigative Service, U.S. Coast Guard Criminal Investigative Service, Air Force Office of Special Investigations


			U.S. State/Local LEO Terrorist Alerts and Intelligence


			ONRA Intel Provided Data


			Flight Training Candidate Check Program List


			U.S. Postal Inspection Service 


			ONRA Lists (TSI, FAM, Classified Data Sources, etc.)


			U.S. Government Cleared (DOD, OPM)


			Social Security Administration


			Other intelligence data sources
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Commercial Identity Authentication Models


Financial


Historical





Lexis Nexis


RISKWISE


Acxiom


Abilitec


Knowledge Broker


PROGRAM DATA


Others


			Program Name


			Threat Level


			Time Budget


			Cost Budget


			Data Content





Government


Commercial


Customize By Program


Program Specific Clusters 
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Commercial Identity Authentication Models


Validation – A process that determines if data (e.g. address, phone, social 


	 security number) are real


1


			  Do the address, phone, Passport Number, etc… exist?


			  Are the elements in the appropriate format as identified by the issuer of the data?





Verification – A process that determines if data belongs together and determines if  


	   information supplied is the best available information 


2


			  Can the name, address, telephone, SSN, etc. be confirmed together in multiple  





    data bases?


			  Are there keying errors?


			  Is data accurate based on best available information





High Risk Detection – A process that determines if data components (i.e. address, telephone,


	                 SSN) are potentially higher risk


3


			  Address = campground, non USPS or commercial mail receiver


			  Telephone = cell phone, pager, disconnected, not possible





Statistical Models – The application of analytics to known persons of interest and persons of no 


                                 interest patterns in authentication data that indicate higher level of risk


4


			  A composite of many elements that returns a single probability that a person is 





    not who they say they are


			  May include multimodal information sources (e.g. biometrics and data)
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ONRA Risk Assessment Infrastructure








Guard Subsystem


Security


Policy compliance


Risk Assessment Master Controller and Integration


Guard Subsystem


Security


Policy compliance


Guard Subsystem


Security


Policy compliance


Guard Subsystem


Security


Policy compliance


Easily tailor risk  assessment process flows to specific program


Analytics


Commercial Data Products


Government Data Sources





Adopts to program requirements:     Add models, risk algorithms or custom applications





Incoming Risk Assessment Request Data


Data Identity Risk Request


Risk Scores and Data Products


Output Risk Scores and Products


Classified Data


Data added to meet program objectives; Easily select from multiple data sources
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ONRA Risk Assessment Infrastructure


Data Management – A process and application that manages the exchange of data into, within 


                                  and out of the system adhering to data policies 


1


			  Policies and rules on how data is used or exchanged in the system


			  Enforcement and Auditing of compliance with policy





RAI Evaluation – Automatically manages (controls) all elements of the risk assessment 


                            process.  Performs analysis to assess the effectiveness of the risk assessment  


2


			  Process management enables multiple programs with complex processes 


			  Evaluations provide simulations of algorithm effectiveness for specific program


			  Effectiveness measures used to improve risk algorithms used to assess risk





RAI Enhancement – ONRA explores new methods, models, engines and custom algorithms to  


                                  tailor and improve risk assessment for different programs


3


			  Introduction of new intelligence (trade craft knowledge), new data sources 


			  Statistical pattern analysis and non-obvious relationship detection (unknowns)





Threat Based Assessment  – The ONRA platform is designed to react quickly to changes based 


                                                on threat or new information


4


			  Ability to modify risk models and analysis processes within a two hour window


			  System designed to manage down to the node (e.g. region, conveyance, etc.) level
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ONRA Platform Hardware Architecture


Annapolis Junction


Colorado Springs


FAILOVER and LOAD DISTRIBUTION


Commercial Data


Government Data
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Flexible & Selective Data Use and “Threat Based” Analysis 


			The system allows the rapid addition or deletion of data sources.


			Not a “new design” to add new data sources


			Easily simulates cost and effectiveness impacts prior to adding new data.


			The system allows rules and policies to be set and enforced on how data is used.


			Allows the merger of commercial and government data while respecting the rules on how data can be used


			Fully auditable so data owners are confident their use rules are followed.


			The system allows rapid changes, additions, and deletions to analysis and algorithms.


			Analysis can change with changing threats.


			Algorithms can be changed / improved as “trade craft” and modeling improves.


			Easily simulates cost and effectiveness impacts prior to an analysis change.


			The system measures risk at all nodes of the “chain” (i.e., passenger, airline, airport, region, route, etc.)


			We can now allocate scarce resources to the highest risks.


			The approach will be consistent across all transportation, critical infrastructure, economic, and boarder risk assessment and management.
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ONRA System Flow (1 of 8)


			(1) Risk Assessment Request


			Each customer will submit a risk assessment request with the data required to perform their risk assessment.


			These requests will be in the customer’s native format or in predefined format.


			Each customer will have secure dedicated connectivity into the ONRA production processing centers to transmit requests.


			The system supports requests coming from one source and notifications or results returned to the requesting source, a different target or multiple receivers if required.


			(2) Interface Subsystem


			Convert various proprietary formats into a ONRA standard processing format for each entity reducing the burden on airlines.


			ONRA will process all records using an XML based standard throughout the life of the request within ONRA.
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ONRA System Flow (2 of 8)


			(3) Guard / Auditing Subsystem


			Verify and audit all records entering or exiting the secure ONRA system.


			Every record will be logged into a secure audit file.


			Every record is verified to meet policy and technical security rules.


			Any errors or exceptions are not permitted through the guard and generate alerts to the appropriate stakeholders.


			(4) Record Prioritization Subsystem


			Consolidate and prioritize requests in a manner to control transactional costs.


			Any request that may have several updates prior to being final for the formal risk assessment request can be held until processing is required versus reprocessed at every update.


			Request of varying priority can be managed according to their priority, ensuring system performance and responsiveness.
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ONRA System Flow (3 of 8)


			(5) Holding Database


			Hold records in persistent storage until processing is required.


			Automatically submits requests in holding when the appropriate trigger is activated. (Triggers could include: time, event, record count, etc…)


			(6) Risk Assessment Workflow


			A single workflow management system can manage multiple custom workflows.  Each customer, or each program, can customize the workflow to best suit their risk assessment needs. (Maximize effectiveness through custom flows, maximize efficiency through shared infrastructure)


			Shared infrastructure provides for an “economies of scale” effect


			Each customized workflow gets the benefit of being:


			Modular – Able to integrate new technologies, analytical approaches, and algorithms quickly without major modifications to the core architecture


			Flexible – Able to react to new intelligence or varying national threat level by changing the models and flows in near real time


			Reliable – Supported by multiple co-production systems in separate geographic locations in order to support 7 X 24 operations
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ONRA System Flow (4 of 8)


			(7) Results Staging


			Active risk assessment results cache for preprocessed records.


			Batch processed request results can be held until results are requested instead of sending all results back at time of processing.


			When results are needed the request is verified to ensure that no changes have been made to the request since preprocessing then results are immediately returned.


			(8) Identity Authentication


			Transmit data required to perform authentication and manage returned results.


			This system will also adapt to the authentication sources by leveraging the best of breed data providers for the specific types of request being submitted.


			Authentication request can be automatically tiered to use multiple authentication sources if necessary.


			(9) Authentication Request


			Only data required for processing by the commercial authenticators is transmitted.  


			Once processing is complete the commercial authenticators delete all data received.
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ONRA System Flow (5 of 8)


			(10) Authentication Results


			In the case of privacy centric customers such as ONRA only the authentication results are returned along with alert codes.  Additional information can be returned for programs that have the authority to augment the government held data.


			Authentication results are provided in the form of a risk score and customer specific supporting information. (For programs authorized to gather additional data such information may include residence history, employment history, criminal history, credit information, etc…)


			(11) Watch List Processing


			Key data matching for known high risk items/people that must generate immediate action.


			Data matching may use exact matching or fuzzy matching (sometimes called a similarity search) logic providing either a Boolean (yes/no) or percentage confidence score.


			In the case of risk assessment for people, customers can choose to leverage existing technology that can interpret names as part of the matching. (i.e. Mike = Michael or Dick = Richard)
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ONRA System Flow (6 of 8)


			(12) Alert List Processing


			Data of interest that requires alerts but not necessarily system action.


			Data matching may use exact matching or fuzzy matching (sometimes called a similarity search) logic providing either a Boolean (yes/no) or percentage confidence score.


			In the case of risk assessment for people, customers can choose to leverage existing technology that can interpret names as part of the matching. (i.e. Mike = Michael or Dick = Richard)


			Alert lists can generate a positive or negative impact on the processing.  For example a list of all people with Top Secret clearance may be used in an alert list to bypass risk assessment since these people have already had more rigorous screening than our system will provide.


			Alert lists are more flexible than watch lists in that the results of a match can generate actions beyond affecting a risk score or risk classification.


			An alert list item may generate a notification to a stakeholder without any additional system action.
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ONRA System Flow (7 of 8)


			(13) Risk Model Processing


			Multiple risk analysis engines and algorithms such as rules, decision tree, perceptual network, neural network, etc...


			The modular design of the system and workflow allow for quick addition, customization, and creation of risk assessment processing engines.


			(14) Aggregation Processing


			Result aggregation of all components of the customer specific workflow as well as aggregation of entity groups such as airport, region, etc...


			Individual risk assessment aggregations will occur in real time. 


			Summaries and role ups can be automatically generated, scheduled, or manually requested.


			Each customer will define their aggregation and reporting needs based on the requirements of their program.
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ONRA System Flow (8 of 8)


			(15) Event Management


			Alert notification and results distribution.


			Distributions are configurable and can be pushed (pager, email, voice notification) or pulled (web portal, application request).


			Additional workflow can be added in the event management for complex information distribution requirements.


			Events requiring human workflow can be automatically managed and tracked by the system for verification and audit purposes.


			(16) Highly Secure Risk Assessment Engine


			The system will support an isolated risk assessment environment that can leverage data classified to the highest levels to perform in-depth analysis receiving data from the main processing workflow without returning any classified information directly to the system but arming the 24 X 7 research analysts with the information they need to manually adjust the mainstream system.


			(17) Secure Direct Connections


			Dedicated secure connections will be established with key stakeholders.
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Customer Integration Process (1 of 2)


			Acquire customer requirements


			Analyze risk assessment needs


			Identify source data requirements and providers


			Analyze privacy and policy requirements


			Privacy notice (Federal, commercial, international)


			Tracking and auditing requirements


			Assist in the development of customer-specific privacy program plan


			Tailor the compliance application to meet custom policy requirement


			Assist in the develop of customer-specific risk assessment workflow, models, and algorithms


			Tailor risk assessment workflow, models and algorithms to meet customer requirements
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Customer Integration Process (2 of 2)


			Analyze information distribution and event management requirements


			Establish data and product flow between customer and ONRA


			Data communication standards


			Definition of product output to customer


			Provide data in native format (no forced data formats or structure)


			Provide output in custom format


			Demonstrate system functionality though simulation environment





Enable real-time, on-demand risk assessment
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ONRA Economies of Scale (1 of 2)


			Each customer leverages ONRA’s existing investments in:


			Infrastructure


			Facilities (multiple processing centers for scalability, reliability, and high availability)


			Equipment (computers, generators)


			Networks and communications


			Data


			Government (centralization of both classified and unclassified)


			Commercial (significant savings on transaction fees when included in multiple customer volumes)


			Technology


			Algorithms (ongoing research and development for measuring and increasing effectiveness of each risk assessment model)


			Tools (software, simulation and test environments)
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ONRA Economies of Scale (2 of 2)


			Program Structure


			Licensing (data access, data use, memoranda of understanding)


			Privacy (Privacy Notice, policies, impact assessments)


			Contracts (development, data, research)


			Address TSA requirement to build risk assessment once and leverage the investment across DHS and the Federal government


			Subject Matter Expertise


			Intelligence (detailees and information sharing with key agencies)


			Analysis and modeling (expert modelers and research programs)


			Data sources (commercial and government data experts)


			Information Policy (privacy impacts, data licensing, rights, legislation, tracking and auditing)
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CAPPSII 





			Mission


			Goals


			Flow


			Special Functions


			Timeline
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Mission


			To protect the traveling public, the aviation industry and critical infrastructures by developing and maintaining and automated threat based risk assessment system and analytical processes that can detect terrorist threats from known and potential terrorists in near real time
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CAPPSII Goals


			Improve aviation security through a layered approach


			Centralize and standardize airline passenger risk assessment on a government platform


			Increase efficiency of passenger processing at U.S. Airports


			Develop and monitor ongoing effectiveness measures 


			Protect individual privacy and civil liberties


			Reduce the costs on industry associated with aviation security
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CAPPS II Increment Schedule 








Increment 1


Increment 2





Increment 3


Jun 03         Aug 03        Oct 03        Dec 03        Feb 04        Apr 04        Jun 04        Aug 04        Oct 04        Dec 04      


Aug 7, 2003 Completed


Oct 10, 2003 Functional Testing  Completed


Apr 30, 2004


Mar 31, 2004





			Commercial Data Available 


			Privacy Policy Approval - Received





                   Increment 4





			Infrastructure In-Place


			Development & Test Systems In Place 








			Risk Engines Completed 


			Information Based ID Authentication Complete 


			Production Hardware Tested Annapolis Junction








			Site Level Fail-Over Tested / Complete 


			Production Hardware COS Tested


			Load Balancing Tested Colorado Springs





Airline Data Testing





			Airline PNR Data Received Jun 1 


			Data Formatting Jun 1 – Jun 30


			Testing July 1 – July 31


			Evaluation & Tuning Aug 1 – Aug 31
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Key Performance Metrics








			Measurement Category			Generic Measurement Indicator Grouping			Operational Measurement Indicator			Target			APB Track


			Customer Benefit			Customer Complaints			(Post KDP3/Production)  Reduction in Number of Individuals Selected for Additional Screening  			Approx. 3% to 5% of total passengers, depending upon threat scenarios.			Yes


			Homeland Security			Border and Transportation Security			System Effectiveness: Percent Deviation from Optimal Selectee Rate  			Plus or Minus 10%			Yes


			Efficiency			Response Time			(Post KDP3/Production)  Processing Cycle Time 			Average of 5 Seconds End to End Cycle Time			Yes


			Timeliness & Responsiveness			Response Time			(Post KDP3/Production)  Time Required to Adjust RAE to New Threat (Level) 			Within 2 Hours for National Threat – 24 Hours New Intelligence			Yes


			Availability			Availability			(Post KDP3/Production) Coverage of domestic commercial carriers.			100%			Yes


			Security, Privacy & Oversight			Privacy Policies			Continuous Audit of policies.			Zero variance to Data Policy and Rules.			Yes
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CVS 


			Mission


			Expanded Mission


			Flow


			Results


			Timeline
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CVS Mission


			To protect the traveling public, the aviation industry and critical infrastructures by developing and maintaining and automated threat based risk assessment system and analytical processes that can detect terrorist threats from known and potential terrorists in near real time


			Initial Scope:  Cockpit Flight Crews 


			Expanded Scope:


			Entire Flight Crew Vetting


			Inbound, Outbound, Overflights and Domestic Contribution


			Vetting of Master Crew List
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Crew Vetting Key Enablers


			Technology (ONRA platform)


			Hardware available


			Ability to add risk engines


			Infrastructure


			Key personal In Place 


			Secure Facility 


			Intelligence Analysts


			Access to Data


			Commercial data sources in place


			Government data sources (Classified and Un-classified) in place


			Expertise in use of data


			Process established for evaluating, testing and loading data
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Data Sources Currently Used in Production


COMMERCIAL





			FAA Airmen Certification





GOVERNMENT


			TIPOFF 


			Abscondee


			TSA SELECTEE List


			TSA NO-FLY List


			OFAC SDN


			IRAQI 55


			FBI Most Wanted List (MWT)


			I-94 Database 


			FAA Airmen List


			Stolen Passports and Documents
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Planned Production Data Sources


Government





			Terrorist Identities Database (TTIC)


			Classified TIPOFF


			DACS (Absconder Dataset Extract) (Full Content) (CBP-ICE)


			VGTOF (FBI)


			Expired and Illegal Visas (DOS)


			I-20 (ICE)


			FTCCP (FTTTF)


			TSA Federal Flight Deck Officers List


			Threats Database (USSS)


			Threats Database (US Capitol Police)


			I-94s (current) (ICE)


			Stolen Passports (updated) (DOS)


			Airmen Certification (FAA)


			NCAPS and SANS (USCG)


			Warrant Database – WIN (USMS)


			Deceased/Invalid/High Risk SSANs (SSA)





Commercial





			International Address Base Tables


			Credit Header Files


			Multiple Phone directories


			Utilities files


			Driver licenses


			Change of Address files


			Marketing lists


			Cell phone numbers
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Initial Results


			Team ONRA deployed on Christmas Eve and Christmas Day to Colorado Springs 


			Developed an initial CONOPS 


			Implemented an automated system to vet flight crews


			Vetted against TIPOFF, NO FLY and SELECTEE, OFAC, Iraqi-55, FBI Most Wanted Terrorist (MWT) 


			Vetted against multiple commercial vendors. 


			Metrics


			Crew Names Vetted = @8,853 by 0800 12/29/03


			Processing Time – Receipt to Report < 15 Minutes


			Yellow+ – 2 (Matched to Lost/Stolen Passports)


			Yellows – 5 (Identities needing further analysis)


			Greens - @8,846
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Proposed 7 step Deployment Schedule
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12/24/03-12/26/03
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Maritime and Land (IIIS) 


			Mission


			Objectives


			High Level Flow


			Timeline
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Mission
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IMIS Concept


  Assimilate multiple streams of information associated with the entire multi-modal maritime supply chain - passengers, crew, cargo and  conveyances - to then :


			Organize, fuse and evaluate the accumulated data;


			Impose risk model comparisons on this “fused” data to highlight anomalous or suspicious situations;


			Generate accessible output for appropriate response agencies to further analyze and take action;


			Ensure feedback to the risk model on action impact and risk validation.





Intermodal transportation system security expertise is critical to IMIS development.
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Multi-modal Chain of Custody








Freight Transaction


			Inspected


			Sealed


			Sensing verification


			Preprocessing 


			C-TPAT





Intermodal Freight


			Expedited processing


			Driver ID


			Cargo ID and security


			Monitor movement





Transaction Processing


			Secure data transmissions


			Risk Analyzed


			Security checked





Intermodal Freight


			Expedited processing


			Carrier Identification


			Carrier Employee ID


			Cargo ID


			Monitor movement 


			Container Security Initiative





Although maritime in focus, the IMIS is required to be intermodal in nature
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IMIS Overview
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HAZMAT 


			Mission


			Objectives


			Flow


			Timeline











SENSITIVE SECURITY INFORMATION / FOR OFFICIAL USE ONLY


Office of National Risk Assessment





Benefits


			Privacy policies


			Unified Government approach rather than unique solutions


			Data standardization and clean-up


			Significant effort and learning curve


			Leverage existing knowledge


			Data access


			Consolidated front to commercial data 


			Significant cost advantage
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Challenges


			Access to additional databases


			Government Data  


			IBIS
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Opportunities


			Improvement on attainment of objectives


			Biometrics combined with Information Based ID Authentication


			Combination of intelligence about terrorist behavior


			Leverage existing infrastructure


			Facilities in place


			Hardware in place


			Software in place


			Data (Commercial & Government) in place 
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